Making and sending selfies and nudes can be an exercise of self-determination and

A SEX Y GUIDE TO also an act of pleasurable resistance against racism, sexism, machismo,
DIGITA L SEGURITY conservatism and-heteronprmativity (check Fannie .Sosa). Sharing your pictures or

not must be a choice that is exclusively yours, making use of your right to privacy.
So here are some strategies and tools that can help you keep or share them online
in a safer way:

T.0) SELF-ENJOYMENT

Use your phone camera to discover your best angles. Take as many pictures as you want and
remember: there are no rules or limits. Nudes do not necessarily need to be pornographic pictures: your
nudes, your rules. Feel 100% comfortable and sexy.

\") DELETE OR HIDE WELL

Life is ephemeral. We can just accept that and delete every nude immediately after sending them (with
self-destruct mode on). But keeping your nudes in an encrypted folder can also be a good way to go.
Remember your phone can create backups of your pictures in various folders, and that it is crucial to
make sure every copy has been deleted. CC cleaner is an app the helps to erase file traces, and it’s
a I
AN 0” YMIZE! available for Androi pws and Mac 0S. In case you want to keep your nudes in your computer,

) ) o make sure the f pted and that only you have access to the password or passphrase. But
The internet has turned us all into stalkers, and we never know how deep into it someone else can be. the state of the s your ass safe even from the NSA — is to use the PGP suite. PGP is

So if you want to share your nudes with someone you don’t trust, we recommend you avoid showing available for WiRld 8.0S. You just have to create your keys,fiemarize your private key,
your fe.lce, tattoos, birthmarks, s.cars, furniture etc. . share your publ| C K time you want to send or saw or aer files you want
Apps like Obscuracam let you pixelate faces and other body and background details you may want to to keep private. 4 L ; 3 4

hide. Also, every time you take a picture, information about your devices, time and location are attached | ; : R
to them. Such information are called metadata and can be used to identify you. In order to get rid of

them, you can use metadata editors such as Photo Exif Editor (available for iPhone and Android). UEXPOS

“>" 6 USE “SAFE” CHANNELS WHEN SHARING | Havi @ b . zs long sl
, Se you want to; N0 one should use-it-agz
A trustworthy app for sharing intimate stuff should be open-source and offer end-to-end encryption; il 2 1 about our bodies, our desires and how W
tode e t FRing pornographi guage into a tool for our own pleasurean g

screenshot blocking; self-destructing messages that will disappear from both devices and servers;
require no email, phone number or real name to sign up — a combination of criteria we could not find in
any of the apps mentioned here. Everything we tested has advantages and risks. So the most important
thing here is to ki t’s at sta(e when you use them.

v qleﬁl‘e (@ex_miss_febem) and Fannie Sosa have been using the
' |n ery mterestmg and powerful ways to open spaces of visibility online.

If someone published your nudes without your consent, it’s possibily illegal. Most countries ensure the
‘ - protection of personality rights, which comprise the right to protect your image, personal data and
e SMS, iMessage, Whatsapp, Telegram, Facebook (for the Goddess’ sake!), Ti.appn or any | other private information. Therefore, you should always be able to request ISP to take down unauthor-
’ hat will show yolir phone number or let the images you share be downloa also  ized images. Besides having the content removed, you can also get legal assistance regarding potential

-to-end encryption, since unencrypted ‘sage | civil claims or criminal consequences against the person who posted your images. You can get more
d Wickr use end-to-end encryption aake y information about collecting evidence and how to proceed in such cases at:

ent from Snapchat, for example, which require http://withoutmyconser'lt.org
Buline for 24n. Confide and Wickudilike http://www.womenagainstrevengeporn.com

| http://www.takebackthetech.net/know-more

. Both of them let you sig
ickr login‘to your Faceb

A SHOUT OUT TO THE MIRROR
MAKING MOMMAS

“if you want to make a human being into a monster, deny them, at the cultural level, any reflection of
| themselves." -Junot Diaz
“#makingmirrors” - SCZ, @decolonisedmind
| by Fannie Sosa

your phone. An |II |ntent|oned person can turn our beloved friends, our phones, against us. Be careful |
when using WiFi in public spaces — the companies can use them to steal your data. When using such
networks, prefer apps that offer encrypted connections (with httpS in the address bar) or download a |
VPN app like Bitmask (for Android) or OpenVpn. Finally, never forget that every file sent through an app

is also sent to a server that is owned by a company. We don’t have access to the data we send to such | ’
servers, but governments and the companies that own them do. And, although many apps promise
security and confidentiality, we’ve seen many leaks (like Snapchat and Ashley Madison). |
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WHY PRIVACY STILL MATTERS? | | b ”"a°'"m""'?v o

Some say that the internet has turned privacy into an outdated idea, and that the next
generations will care less and less about that. On the other hand, unfortunately, it is |
becoming more and more common that women or particularly people who question and
challenge gender identity and sexuality are becoming targets of "doxxing", revenge "porn",
cyberstalking and other practices of harassment.

Most of the time; t -advantage of the amount of data we leave behind as
footprints. ¢ ile we are online, our gestures, tastes and intimate
moments are being €or s bits and bytes that are transmitted and stored
across the globe s without us being aware of who collects
this mforma@i Nevertheless, we can still make
choices about i

 who has access to our personal
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ng younger QTIA rgende of color)
bodles of that are being shamed into thmkmg they shouldn’t be aspiring to being
loved/desired/admired, or that they shouldn’t be the protagonists of their own life.
3. Reclaiming spaces of thick presence where white supremacist scrutiny and
stereotyping reduced us to a watered down version of ourselves.
This piece is aimed to offer a reflection, to make and hold up a mirror in front of the bodies
that do not see themselves represented wholesomely, including me as an awkward girichild
and teen, and to tell them: you're not an orphan. You got mirror making mothers and siblings
and they all want to know more about you.



